Kak He cTaTb *epTBoM KnbeprpecTyrnHUKa.

3ALLUUTA BAHKOBCKOWU KAPTOYKM

OcHoBHble NpaBuna MHGOpMaLMOHHON 6e30NacHOCTM MO 3aluTe

62HKOBCKOMW KapTO4KM:

He pekoMmeHpgyeTcA

XpaHUTb B TallHe MH-KoA KapThbl
@ XpaHWUTb NMUH-KOL BMecTe

NPUKPbLIBaTb TAA0HBIO i
C KapPTOYKOWM/Ha KapToYKe
KnaBuaTypy npu BBoae

TH-ReHd o : N coobuate CVV-Koa nnm
odpopMnATh ' / e \ ! oTNpaBnATb ero ¢poTo
oTAeNbHYI0 L - |

KapTy AnA S (o ‘ pacnpocTPaHATL IMYHbIE
OHNaMH-MOKYMOK gy W’ = r\ [aHHble (Hanpumep
AeHbM 3a4UCNATL : A NacnopTHbIe), IOrUH

TONbKO B pasMepe W Naponb AocTyna K cucteme
npeanonaraemMon NoKymnKu "IHTepHeT-6aHKUHr"

@ coobwaTtb gaHHble,

nosy4YyeHHble B BUAE
cKpbITb CVV-Koa Ha KapTe (Tpex3Ha4HbIi HoMep Ha SMS-coobuyeHuni, ceaHcoBble
obpaTHOW CTOpOHe), NpeaBapuUTe/IbHO COXPaHMB ero naponun***, Kog aBTopusaumu,

ucrnonb3oBathb ycnyry 3-D Secure* u niMMUTLI Ha
MaKCUMasbHble CyMMbl OHaH-onepaLmit

naponu 3-D Secure

noaKkMloumTb yenyry "SMS-onogelyeHme”

R, © § ®©%

* Yenyea 3-D Secure - 95111 noOmsepoeHUs OHIAtH-NAamera depKamesib KapmoYKU 8800UM 0cobbilti KO
(nony4aem e20 8 cMc-coobueHUU Ha mesiegoH).

** Kod CVV - nocnedHue 3 yugpsl HoMepa Ha obpamHoU cmopoHe niameHol Kapmel cnpasda Ha benol nuHuU,
npedHasHa4eHHoU 071 nodnucu. Kod daem 803MOHOCMb pacNOpHAMbCA Cpedcmaamu, HaX0GAWUMUCA Ha cHemy,
u3uYecKu He KOHMaxkmupys ¢ Kapmod.

*** CeaHcoBbili naposib - npedocmas/inemcs npu 8xode 8 UHMepHem-baHKUHe, delicmaumerieH /lutub 8 meyeHuUe
00HO20 NAAMeXKHO20 ceaHca.
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KAK HE CTATb XXEPTBOW

MPECTYIMTHUKA

HALOEXHbIE NMAPOJIN

Ol

HEOBXOOUMO:

+ CozpgaBatb nepcoHalibHble (YHMKafleble)
naposn K pa3HbiM cepBUcam

+ Mcnonb3oBath CoXHbIE Naponu: MuHUMyM 10
CMMBO/I0B, OJHOBPEMEHHO UMpPbl, CTPOYHbIE
N MPOMUCHbIE CUMBO/IbI, 3HAKW MYHKTyauumu u
Apyrue cuMBONbI

+ [loBepsTb TONbKO NPOBEPEHHbIM
MeHexepam naponei

BE3OMACHbIA WI-FI

HE PEKOMEHOYETCH:

Mcnonb3oBaTb NOBTOPEHUSA CUMBO/OB

% XpaHuTb Naponu Ha ByMaXHbIX HOCUTENAX

* Mcnonb3oBaTb B KayecTee naponsa CBOM NOrH

(MM Nonb3oBaTens, y4eTHas 3anuch, HUKHeNM)

CoxpaHsaTb Naponb aBTOMaTUYECKU
B 6pay3epe

Mcnonb3oBaTb 6uorpacuyeckyo
MHopmauuio B napone

02

+ OTKNUYUTL 06WKIA gocTyn K ceoeit Wi-Fi
TOYKe, Aaxe ecnu y Bac «6e3/IMMUTHbIA»
UNHTepHeT

+ Vicnonb3oBaTtb HageXHbI (CM. BbiLE) Napo/b
ans poctyna K Bawen Wi-Fi Touke

+ [leakTuBnpoBaTb aBTOMaTUYeCKOE
noAaKNYeHne CBOUX YCTPOMCTB K OTKPbITbIM
Wi-Fi Toukam

MPOBEPEHHbIE EPAY3EPbI U CAUTDI

X ﬂepexo.qmb Mo HenpoBepeHHbIM CCbl/TKaM

+ Wcnonb3oBaTh cneunanbHoe NporpammHoe
obecneyeHune (QHTUBMPYC, paclumpeHne ans
6pay3epa), 4ToObl n36exaTb NoceLeHUa
COMHUTENbHbBIX CANTOB

BBoaunTb CBOM NOrMH 1 Naposb 4OCTyna K
y4YeTHOM 3anucK (CTpaHuue) unu cucteme
6aHKOBCKOro o6cnyxmBaHua npu
noAakntoYeHnn K 6ecnnaTtHbIM (OTKPbITbIM)
Toykam Wi-Fi B kache, TpaHCnopTe, TOProBbIX
LUeHTpax u T.4.
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»® BBoAuTb MHhOpMaUMIO Ha caiTax, ecnu

coefIMHeHne He 3awmiLeHo (HeT https n &)



BE3OMNMACHOCTb 3JIEKTPOHHOWM MOYTbI

HEOBXOOUMO:

[MogknounTb ABYXKaKTOPHYIO
ayTeHTuukauuo

Mcnonb3oBatb MUMHUMYM 2 TUNa e-mail
aapecoB: 3aKpbITbl (TONBKO ANSA NPUBA3KK
YCTPOWCTB U CPEeACTB UX 3aLiunThl) 1
OTKPbIThIM (ANSA Nepenucky, NoaNUCoK U T.4.)

Ncnonb3oeate CIMAM-hunbTpbl
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HE PEKOMEHOYETCSH:

PeaFMpOBaTb Ha NMcbMa OT HEN3BECTHOI O
oTnpaBuUTend: CKopee BCero 1o crnam nnu
MOLUEeHHUKU

OTKpblBaTbh NOAO3PUTENBHOE BIOXEHUE
K MUCbMY: CHa4vasia No3BOHUTE OTNPaBUTENIO
M y3HauTe, 4To 3TO 3a hain

MCMNOJIb3OBAHUE MPUJTOXXEHUIN, COLLCETEA U MECCEHO)XEPOB K@

YcTaHaBNuBaTh NPUIOXEHNS TONLKO
n3 PlayMarket, AppStore unu us
NPOBEePEHHbIX NCTOYHUKOB

O6palaTb BHUMaHMe, K KaKUM hyHKUNAM
ragxerta NpuUNoXeHne 3anpalumBaeTt 4OocTyn

O6MeHMBaTLCA COOOLLIEHUAMU B COLICETAX U
MecceHaXxepax, TONbKO NOMHOCTbIO
yOOCTOBEPUBLUNCE B IMYHOCTU
cobecefjHMKa, He pearnpys Ha
COMHUTENbHbIE NPOCLOLI M NPpeanoXeHns

3ALLUNTA OAHHbBIX BAHKOBCKOW KAPTOUYKM

XpaHuTb B TallHe NUH-KOA KapTbl

MpUKpbIBaTb NagoHbLIO KNasuaTypy npu
BBOAE NUH-Koaa

OcopMnUTb OTAENBHYIO KapTy A/
OHNaMH-NOKYNOK N He AepXaTb Ha HeW
6onbLIne CyMMbl

Ncnonb3oBatb ycnyry «3-D Secure»
1 NIUMUTBI HA MaKCUMasbHble CYMMb!
OHNanH-onepayumn

CkpbiTb CVV-KoA Ha KapTe (Tpex3Ha4HbI
HOMep Ha 06paTHOWM CTOPOHE),
npeaBapuTenibHO COXPaHUB ero

X

X

X

X

PazmellaTb NepcoHanbHyo 1 KOHTaKTHYIO
NHbopMaumio o cebe B OTKPLITOM AOCTyNe

Mcnonb3oBath yKasaHue reonokaumnm
Ha hoTO B nNocTax

OtBeyaTb Ha 06UAHbIE BbIpaXXeHUs
W arpeccuio B CoLceTax — yylle Hanuwure
06 3TOM aAMUHUCTPATOPY pecypca

YnotpebnaTb HEHOPMATUBHYIO NEKCUKY
npu obLLeHnn

YcraHaBnuBathb NPUNOXeHNA C HU3KUM
PENTUHIOM U OTpULAaTENTbHLIMU OT3bIBaMU
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XpaHMTb MUH-KOQ BMeCTe C KapTOYKO /
Ha KapTou4ke

Coobuwatb CVV-kog nnu otnpaBnaTtb
ero ¢oTo

PacnpoctpaHaTb CBOU MacnopTHble AaHHbIEe
(MHbopMaLMIo TMYHOr O XapakTepa, Homep
MOBUNBHOrO TenedoHa), «OrMH» N «Napob»
pocTtyna K cucteme «MHTepHeT-6aHKUHM»

CoobLwaTtb AaHHble, NONYy4YEeHHbIe B BUAE
SMS-coo6buieHunin, ceaHCoBbIE NApPOn, Koa
aBTopusauumn, napons 3-D Secure u T.4.



