MATEPUAIJI
JUTSL YICHOB UH(POPMAITMOHHO-TIPONIAraHANCTCKUX TPYIIIT
(HO510pB 2025 T.)

KUBEPBE3OITACHOCTDB U IPO®OUJIAKTUKA
KUBEPIIPECTYIHHHOCTHU

ONEeKTPOHHBIE CEPBUCHI, WHTEPHET-OAHKUHI, YAAJEHHas padora Hu
yue0a, OHJIalH-PeruCcTpallii, THTEPHET-MarasuHbl 1 MapKETIUIIICHI — BCE ITO
HACTOJIBKO MPOYHO BOLLIO B Hally IMOBCEIHEBHOCTb, YTO HMHOTAA TPYAHO
MOBEPUTH, KaK KUK 0e3 3TOoro panbiie. Yem OoJble MOrpy)aeMcs B MHUP
UH(})OPMALIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTUN (Oaree — HKT), Tem
00JIbIlIE CTAHOBUMCS YsA3BUMEE.

KubOepaTaku Ha HHPOPMALMOHHYIO CTPYKTYPY — 3TO OJTHA U3 CaAMBIX
3HAYUTENIbHBIX U MMOCTOSHHO PACTYIIUX YIpO3 Uil I100anbHON O€30MacHOCTH
B XXI| Beke. Ha ¢one BceoOmieit nudpoBuzanuu 3Tta mpodiieMa HE MPOCTO
HapacTaeT, a 3BOJIIOLMOHUPYET, HAa YTO BIUAET LIMPOKOE HCIOJIb30BaHUE
VCKYCCTBEHHOT'O WHTEIUIEKTa (Oanee — HMH), TaKk KakK 3JO0YMBIIUICHHUKU
HAUMHAIOT MCIOJb30BaTh €ro g co3JaHus Oojee  H3O0LIPEHHbIX
BPEJOHOCHBIX MPOrpaMM, aBTOMATU3ALIUM aTaK U aHAJIN3a YSI3BUMOCTEH.

Kubepartaku npeBpaTUiIUCh U3 IPOOJIEMbl TEXHUYECKUX CHEIUATUCTOB
B OJIHY W3 IJIaBHBIX CTPATErM4YECKUX YTPO3 HAMOHAIBHOM, SKOHOMUYECKOU 1
OOLIECTBEHHOW 0€301aCHOCTH JIF00OU CTpaHBbI.

Ilo pe3ynapTaTaM HCCIIEIOBaHHs, IPOBEACHHOIO B MPOLLIOM IOy,
benapyck Haxonurtcs Ha 3-M Mmecte B peiitunre ctpan CHI', kotopsie uvaiie
BCEro MOJIBEpraroTcsi Kubeparakam.

Kaxnas nsarad araka B benapycu npuxoaurcest Ha roccektop (22%). Ha
BTOPOM MecTe — cdepa npoMbliuieHHOCTH (14%), a Ha TpeTbeil CTpOuUKe —
dbunancoBas otpaciab (11%). MHOro arak Tak)Ke HaIICJIEHbl Ha CEKTOp
TeJIEKOMMYHUKaIMH, chepbl HAyKu 1 oopa3zoBanus (8%).

Kaxmass  Bropas  kubeparaka (57%) OpUBOOUT K  yTEUKe
KOH(UIECHIIMAIBHBIX TaHHBIX. Pejke OHM HapyIIalOT OCHOBHYIO JAESITEbHOCTD
(16%) wmnaum HecyT mnpsiMble (puHaHCOBBIE moTepu (8%). bojiee MOJIOBUHBI
YKPAJEHHBIX CBEICHUI COCTABIISIIOT MIEPCOHAIBHBIEC TAHHBIE U KOMMEpPUYECKast
TaiiHa. AKTyaJlbHOM mpoOJieMOM oOcCTaeTcs Kpaka JeHer ¢ OaHKOBCKUX
KapTOYEK U AJIEKTPOHHBIX KOIIEIbKOB.

CornacHo ganubiM 3a 2024 roja, Hama pecrnyOiMkKa IO YPOBHIO
kubepoe3onacHoctu 3aHsna 70-e mecto U3 166 crpan B peiitunre NSCI
(National Cyber Security Index, Hayuonanvhuiti unoexc xubepbezonacrocmiu),
yCTynuB 1O 3TOoMy wuHAEKCY cpemu crpadn CHI' mums Monnose,
AzepoOaiixany u Poccun.



PocT u yci10:kHeHHe MeTO/I0B KHOEPYTrpo3 TPeOyIoT onepeKaiomero
U KOMILJIEKCHOTO pearupoBaHMs.

B benapycu npuHAT ps CHCTEMHBIX Mep, U 00prOa ¢ Kkubepyrpo3amu
BEJIETCS HA HECKOJIBKHUX YPOBHSX. Tak, Ha rocy1apcTBEeHHOM YPOBHe YKa3oM
[Ipesuaenta Pecnyomuku benapycs Ned40 «O kubepOe30macHOCTH
peanuzyercs KOMILJIEKCHbII MHOTOYPOBHEBBIH MeXaHHU3M
NpOTUBOAEHCTBUS KHOepaTakaM Ha TOCYJapCTBEHHBIE OpraHbl U
OpraHu3aliy, KpUTHYECKYI0 HHbopMalmoHHyo uHpacTpykTypy. Co3nan
HanmonanpHbI#M 1IeHTp oOecnieueHrss KnoepOe30macHOCTH U pearupoBaHus Ha
KHOCPUHIIUICHTBl (Oanee — Hayuonanrvnolti yeump Kubepbe3onacHocmi).
HanaxxeHo Mex1yHapoAHOE COTPYIHUYECTBO B 3TOM cepe.

Cozmanbl  HEOOXOAMMBIE  TPABOBBIC  YCIOBUSA  JUIsl  3aIUTHI
NEPCOHATBHBIX JAaHHBIX W O€30MacHOCTH JIMYHOCTU M OOIIeCTBa MPH UX
ucnoip3oBanuu. 3akoH PecnyOmuku benapych «O 3amure mepcoHaJbLHBIX
JAHHBIX», TPUHATHIA B 2021 rony, ycTaHaBIMBAET IPAHULBI, ONTPEAEISAIOIINE,
KaKyl0 HMHQPOPMAIMIO O YEJIOBEKE MOKHO CcOOUpaTh M PacHpOCTPAHSTE.
BwmecTte ¢ Tem, 4TOOBI 3a1MTa MEPCOHATBHBIX JAHHBIX ObLIAa TO-HACTOSIIEMY
3¢ (PEeKTUBHOM, HYKHBI OOIME YCHIHS — HE TOJBKO TOCyJapcTBa, HO U
rpakJaaH.

[IpoTHBOAECHCTBIE OCYIIECTBISETCS U HA KOPNOPATHBHOM YPOBHeE.
Opranm3anud W TPEANPUITHS HWHBECTHPYIOT B KHOepOe30macHOCTh U
0o0y4eHHE COTPYAHUKOB.

Hnst OoppOBl ¢ KuOEpyrpo3amMu Ha HMHAMBHAYAJIbHOM YPOBHeE
TpebyeTcs MOBBIIIEHHE IUGPOBON TPAMOTHOCTH HACENICHMsI, COOJIOJICHUE
JIEMEHTAPHBIX MPABUIT IU(PPOBOM TUTUCHBI.

CoBpeMeHHbIE aCTIEKThI KN0ep0e30nacHOCTH

Kubepnpectymienus TpaHCHAI[MOHAJIbHBI, 3JI0YMBIIIIICHHUKHU
HCITIOJIB3YIOT aHOHHMaﬁ3epBI (cep@ucw, noseoJAllwWue CKpolms JUYHbLE oamnnvle
noavzoeamens u obecneyumsv AHOHUMHOCHbL 6 HHmepHeme) U HaxXoOATCA 3a
pyOexoM, UTO KpaifHe 3aTPYIHSICT UX 3aJeprKaHue.

I[To naunbiM CrnenctBeHHoro komurera PecnyOnuku benapyce,
oTMeuaetcs yxoj oonee 80% BbeiMorarenscTB U 6osee 90% MOIIEHHUYECTB B
«OHJIAWH»-CXEMY, YeMy CIOCOOCTBYeT B TOM YHCJI€ HHU3KHHA MPOICHT
OCBEJIOMJICHHOCTU TpaXkJaH O TMPECTYIHBIX CXEMax, a TaKXKe pPa3BUTHE
CIIOCOOOB COBEPIIICHUS TAKUX XUIICHUH.

Kaptuna pacnpocTtpaHeHHBIX BHAOB KuOeprnpecTyiieHuid B bemapycu
MOBTOPSIET TJIOOAIbHBIE TPEHJIbI, HO C aKIEHTOM Ha MECTHBIEC IUIATEKHbIC
CUCTEMBbI U MPUBBIUKU HACEIICHMUS.

I[lo JjaHHBIM  TJABHOTO  yOpaBJIEHHS 1O  IPOTUBOACHCTBUIO
KHOEpHPEeCTYMHOCTH KPUMUHAIBHOW MWIMIIMA MUHHUCTEPCTBA BHYTPEHHUX
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nen Pecnybnuku benapych, 3a 9 MmecsineB Tekyiiero rojga B bemapycu mo
CPaBHEHHUIO C AHAJOTHMYHBIM MEPUOJOM MPOIUIOr0 Troja KOJWYECTBO
KHOEpIpecTyIIeHn CHU3UIOoCh moutu Ha 11% (3a 9 mecayes 2025 200a
3apeeucmpuposano boaee 13 moic. cayuaes (13 420), mpemo uz komopuwix (4 121) —
6 2.Muncke).

[To cratucruke KeHIUHBbI (65%) 4aile BCErO CTAHOBATCS KEPTBAMHU
MOIIEHHUKOB, KOTOPBbI€ BBIMAHUBAIOT JICHBI'M IYTEM TCUXOJOTHYECKHUX
MaHUMyIsuui 1o tenedony (77,9%), Kymwiv-mpoaaku TOBApOB U OKa3aHUs
ycayr (65,6%), OmarorBoputenbHoctr (100%). Myskuunbl (84,8%), kak
MPaBUJIO, CTAHOBATCSA JKEPTBAMU  MOIICHHUYECTBA, CBSI3aHHOIO C
VCIIOJIb30BaHUEM CAWTOB 3HAKOMCTB.

Cnpasouno:
Bospacmmuuie cpynnot nomepnesuiux:

awou cmapwe 50 nem uyawe CMAHOBAMCA JHCepMBAMU MeNe)OHHBIX
MOuweHHU4Yecms, 0oMana, 008epUUBOCHU, 1€2eHO 0 NOMOWU POOCMBEHHUKAM,

Monoodexce 00 30 n1em ysa36uma om MOUWEHHUYECKUX OUCAHYUOHHBIX COEOK C
Heosudcumocmoio (56,3%), ncesdo-uneecmuyuti 6 «OUpIHCU» U «PO3bIZpblULeli UTU
akyuily (65,4%);

auua cpeonezo sospacma (30-49 nem) — naubonee maccosas epynna cpeou
nomepnesuwiux om HKT-mowennuuecmea ¢ 3axkioyeHuem 2epanrcoancKo-npasosslx
002080pos (53,1%).

be3pabommuvie u neyuawueca uaue nonadaromces 8 UHBECMUYUOHHbIE 08V UIKU
(46,2%), umo moowcem Oblmb C643AHO C NOUCKOM UMU UCMOYHUKOE 00X00a UIU
VeneyeHuem azapmHolMu CXemMami.

ITo cmoco6amM coBepiIeHMsi MOIIICGHHUYECTBA Yalle BCETO MPOUCXOISAT
OT MMEHHM JOJIKHOCTHBIX Jul (28,2%). Adepuctsl mnpeacTaBisiOTCsS
COTPYAHUKAMHU NPABOOXPAHUTEIbHBIX OpraHoB (MBJ], CK, /[®P, KI'F) u
paboTHHKaMU OAaHKOBCKHMX OpraHu3anuid. MOIIEHHUKH CTald 3BOHHUTH OT
UMEHHM PaOOTHUKOB CIYKO rasza, BOJOKaHaa, YHEPTOHAA30pa, MOOMIBHBIX
OTIEPaTOPOB CBSI3M MO/ MPEAJIOrOM OKOHUYAHHUS CPOKa JIOTOBOPA U Mpe/jIaraloT
JUTSL €70 MPOJICHHsI cOO0NTUTh U(poBor Koa u3 cMc. [locme mepenayn koaa
JKEPTBE 3BOHUT COOOIIHMK MOIIEHHMKAa U YK€ MPEeJICTaBIsAETCS
MIPaBOOXPAHUTEJIEM, 3aIyTUBACT TEM, YTO YEJIOBEK Mepeaal JUYHbIC JTaHHbIC
U Ha ero uMsi OyayT oopMIIeHbI KpeaUuThl. A 4TOOBI NX N30€XKaTh Mpeaiaract
0oOpMUTh BCTPEUYHBIE KPEAUTHI U TIOJYUYCHHBIC JCHBIM TEPEBECTH Ha
yKa3aHHBIA CUeT WJIK OAHKOBCKYIO KapTy.

[Tpu cxeme oOMaHa oT UMeHH pykoBoauTeJieii (Fake boss) (yupesicoenuii
00pazosanus, 30paBoOXpaHenus, KYIbmypvl, npeonpusmuti) MOUICHHUKHU
3alyTHBAIOT  TOAO3PEHHMEM B (PMHAHCHUPOBAHUHM  DKCTPEMHCTCKOM
NeATEeIIbHOCTH, TTPOBEJICHUEM OOBbICKA U U3BITHUEM JCHET, TAKXKe MpeiaraloT
JaHHBIN (aKT JepKaTh B TAHE U MOOOIIATHCS C ONPEEICHHBIM COTPYIHUKOM
MIPaBOOXPAHUTEIBHBIX OPTaHOB, KOTOPBIM SKOOBI JJIsl COXpaHEHUS JTCHEKHBIX
CPEICTB IpejiaraeT «BpeMEHHOY MEPEBECTH JICHBI'M Ha 3alIUIICHHBIN CUET.
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B tenedonHOM paszroBope HE JOBEPSANUTE HE3HAKOMBIM JIMIIAM, KEM OBI
OHM HE MPEACTABUINCH, ECIIU BBl HE XKJETE TAKOTO 3BOHKA.

Tpers momeHHuvecTB (27,6%) coBepliaeTcsi MOJA BUJOM MMPOJAAKH
ToBapoB B ceru Instagram wmiam Telegram (uawe 6ceco mowennuxu
((I’lpOdCllOWl» aemosanyacmu, caooevie Kadejiu, HOB0200HUE ejiu, MOp@YlpOOyKWlbl u
opyeue  mogapvl).  3IOYMBIIUICHHUKA  OPEQIaraloT  MNOTCHUHUAIbHBIM
MOKYTIATEJISIM TIEPEBECTU MPEOIIaTy 32 TOBap M OOEIIAIOT €ro BBICIATH IO
MOYTE WU KypbEPOM, MOCJE YEero OOLICHHUE NPEKPaIlAeTCs, U «KJIUCHT»
OCTAETCSl HU C YEM.

Cnpasouno:

Taxoice Haubonee pacnpocmpaneHuvle npecmynHvie CXemol.

360HKU om umenu oanka, compyonuxa MB/[, KI'b u unvix 2ocyoapcmeeHHblx
0pP2an08, K020a MOUWIEHHUK, UCNONb3YS MEXHON02U0 NOOMEHbl HOMepd, 360HUM C
HoMepa, NoXodice20 Ha OPUYUATbHBLU HOMep OAHKA U coobuwaem o «N0O03PUMENbHOU
onepayuuy ¢ Kapmou, «OIOKUPOBKe cuemay Uil «HONbIMKe 83710MA», a OJisl «3AUUMbLY
unu «ommennvl onepayuuy npocum cooowums CVV-xo00, oanusie uz SMS-coobwenus c
KOOOM NOOMBEPIHCOEHUS, NAPOIb U3 UHMEPHem-O0aHKUHeAd UIU nepesecmu 0eHbeU Ha
«bezonacuwiily (Ha camom oenie NOOKOHMPOIbHBIN MOWEHHUKY) cuem,

Gumunzosvie SMS-coodouwenun u nucoma, koeoa npuxooum SMS-coobwenue
UMU INEKMPOHHOE NUCLMO C COOOWeHuemM o «OJOKUpO8Ke Kapmuly, «npobdieme ¢
HANI020M», «BblUpbllde 6 Jomepeey, KOMopoe COOEePHCUM CCHLIKY HA QUULUHSO8bII
uHmepHem-pecypc (caim — KlioH), KOmopblil 8bl2510UM KAk 0QuyuaibHulll UHIMeEPHem-
pecypc OanKka, HAN02080U UHCHEKYUU UTU OPY2020 20CYOAPCMBEHHO20 0p2aHd, 20e
mpebyemcs. 66ecmu J102UH, NAPOIb, OAHHbIE NIAMENCHbIX CPeOCcms, Nocie 6800d
KOMOPbIX COBEPUIAEMCS XULYeHUe,

MOUIEHHUYECMBA 6 COUUANbHBIX Ccemax U Mmeccenoxcepax («Vibery,
«WhatsApp», «Telegramy), Ko20a 310yMblULIEHHUK 831AMblEAEM AKKAVHM 8 COycemu
unu cozoaem PelKoswvlll, NOXONHCUU HA He20, nuuem OIUSKUM POOCMBEHHUKAM OM
UMeHU 81adebya aKKAyHma, 4mo CPOUHO HYHCHbL OEHbeU HA «OYEHb BANCHOE 0eN0)
(nonan 6 crodicnyio cumyayuto, nonai 8 JJTII u 0p.), npocsi HUKOMY He 360HUMb, AUDO
AHAO2UYHASL NPedblOYUell CXema, K020d MUULEHbIO CIAHOBAMCSL OPY3bsl, A MOWEHHUK
om uMeHu Opyea nuwem, Ymo 3ACmMpAl 3ad 2paHuyeu, y He2o YKpaiu
OeHb2U/OOKYMEHMDL, U NPOCUN CPOUHO Nepesecmi Cpedcmasa;

(heitkoevle unmepHem-mazazunvl, Ko20a C0O30AemMcsi Kpacusvlil Ccaum-
O0OHOCMPAHUYHUK UIU 2PYNNA 8 COYuanbHou cemu (3avacmyro 6 «HMucmazpamy), c
02POMHBIMU CKUOKAMU HA AKMYAQJIbHbIL V Haceienus mosap (mexuuxa «Appley,
cadosas mebenb, HaAOY8Hble Oaccelnvl, Opendosas odedxcoa u Op.), a nocie
npedoniamsl mosap He NpuUxooum, a Catm Uiy Spynnvl ucue3arom, oo coooujeHus
JHrcepmesl oanee USHOPUPYIOMCA,

MOWEHHUYECMEA NOO BUOOM 20CYOAPCHIBEHHBIX OP2AHO8, K020d Hcepmee
nocmynaem 360HOK OM UMEHU «Cyobuy, «compyonuxka MBIy, «Hanoeosoiy c
mpeboB8anuem CpoOUHO ONIAMUMb HeKUll (UKMUBHBIU 002, WMPAg Ui NOWIUHY,
yepodicas apecmom Ccuemos Uau Opy2uM HAKA3AHUeM, HNpOCsm YCMAHOBUMb
npunodcenue Ona yoanenno2o oocmyna (nanpumep, «AnyDesky unu «TeamViewery)
Ol «NPOBEPKU cuemay, umo oaem UM MNOJHbIL KOHMPOIb HAO YCMPOUCMBEOM
nomepneguie2o;

¢punancoevie nupamuosl U UHEECMUUUOHHbIE MOUIEHHUYECMEA, MAaKUe KAK
npeonodiceHUss «8blCOKOOOXOOHbIX UHBECMUYULLY 6 KPUNMOBANIOMY, Oupdcu uiu
cmapmansi ¢ 2apaHmupoOB8aHHbIM BblCOKUM 00X000M. Ilpu smom Ha nepsom smane
MO2Yym 0adice 8bINa4ueams HeboIbuiUe NPOYEHMbl, YMmooObl NOMepnesuiUull 8HecC euje
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OobUe OEHEICHVIX CPedCm8 U npusesl pOOCMEEHHUKOS, OpY3ell U 3HAKOMbLX, NOCae
ye2o NnpoeKm 3aKpbleaemcs, a OeHeNCHble CPeOCmB8a NOXUWAIOMCSL,

8bIMO2AMEJILCMEO HA UHMUMHOU NOY8e («CeKCmopuieny), K020a MOUWEHHUK
yepe3s coycemu 3HAKOMUMCS C HCEPMBOLL, BMUPAENCL 8 008epUe, CKIIOHAEm K 00UeHUIO
8 eudeouame UHMUMHO20 Xapakmepa ulu K OMAPAGKE OMKPOBEHHbIX Homo,
3anucvieaem 8U0eo Uil 0eidaem CKPUHUOmsl, a 3amem UWaHmMaiCupyem.

OnaceHusi BBI3BIBAIOT HaOUparolKe OO0OPOTHl BbIMOraTeJbCTBA
(526 cayuaes) ¢ MCHOJIB30BAaHMEM HWH(POPMALMOHHO-KOMMYHUKAIIMOHHBIX
TEXHOJIOTHUM: MOTEPHEBIINUX O] PA3IUYHBIMU MPEJIOTAMU BBIHYXKIAIOT Ha
JUYHBIX ycTporicTBax [Phone BoiiTh He B CBOKO yueTHY!o 3anuch. [locne Bxona
[Phone GnokupyeTcs Kak MOXMINEHHBIM U CTAHOBUTCS HE MPHUTOIHBIM. Jliis
Pa30JIOKUPOBKH 3IOYMBIIIICHHUKH TPEOYIOT BBIKYII.

[TosTOMy HH B KOEM Cilyyae HeJib3l BXOAUTH HA CBOEM YCTPOIiCTBE B
YY:KYI0 YYETHYIO 3aIUCh, BIaJEJel] YYETHON 3alUCH MOXKET 3a0JIOKUPOBATH
YCTPOUCTBO.

Crnemyer OTMETUTh, YTO (PUITHHT 1 MOIIIEHHUYECTBO ¢ 0AHKOBCKUMU
KapTaMM SIBJISIOTCS CaMOM MacCOBOM KaTeropuei KuOepMOIIEHHUYECTBA B
Pecnybnuke bemapyce.

[Ipyu »TOM Hapsigy € JAHHBIMHU MPECTYNHBIMM CXEMaMU MOUIEHHHUKU
aKTUBHO HCTOJB3YIOT MW Takod MeToJ (UIIMHra, TpPH  KOTOPOM
KOH(pUICHIIMANbHBIE  JaHHBICE  OCIOPYCCKMX  TpaKJaH  JTOOBIBAIOTCS
3JIOYMBIIUICHHUKAMU  MOCPEJCTBOM  TelI€(OHHBIX 3BOHKOB. ITOT BUJ
MOIIIEHHUYECTBA HA3bIBACTCS «BHILIMHI.

Cnpasouno:

Buwwune — >smo ycmunasa pasnosuonocms  uwmiunea, npu - KOmMopou
3NI0YMBLUUIIEHHUKU nocpedcmeww m€ﬂ€¢OHH0uV C643U, UCNOJIb3YA NPUEeMbl, Memoowl U
mexHoiocuu  NnCuxojlocu4ecKoco MAaHUnNyaIupoeanusl, noo PA3HbIMU npedﬂoeajwu,
UCKYCHO Uepasi onpeodeieHHyto poisb (KaK npasuio, COmpyoHuKa OanKa, mexHuyecko2o
cneyuanucma u m.o.), 8bIHYHCOAOM ueio8exka cooouums UM c0uU KOHPUOEeHYUAIbHbIE

OaHKOBCKUe UM NEPCOHANbHbIE OaHHble JUO0 CMUMYIUPYIOM K CO8EPULEHUTO
onpeoenenHblx 0elUcmeutl co c80UM DAHKOBCKUM CUEmMOM UlU OAHKOBCKOU Kapmou.

I[To wmepe  pa3Butus  HHGPOPMALMOHHO-KOMMYHHKANMOHHBIX
TEXHOJIOTHMHA BO3PACTAIOT W  BO3MOKHOCTH KHOEPNPeCTYNMHUKOB.
HexoTopble MOIIEHHUYECKHE CXEMbl MOJYYHJIM HOBYIO KH3HB Ojaromaps
HMCKYCCTBEHHOMY MUHTEIUICKTY.

PacTrer konmyecTBO Ciay4acB MONICHHUYECTBA C HCIOJIb30BAHUEM
TexHosioruu Deepfakes — 3T0 co3gaHHBIE MCKYCCTBEHHBIM HMHTEIJIEKTOM
TOJIOCOBBIC COOOIIEHUS W BHUACO3BOHKH OT SIKOOBI KOJUIET, Hpy3ed u
POICTBEHHUKOB, KaK MPaBUIIO, C POCHOOI O CPOUHOM JCHEKHOM MEPEBOJIE U AP.

[Ipu BuAcO3BOHKE cieayeT oOpaliaTh BHUMaHUE Ha TaKue JEeTalu, Kak
HEYETKOE WJIM CMa3aHHOE M300pa’KeHHE JUIAa TOBOPSILEro, OTCYTCTBUE WU
HEECTECTBEHHAS! MUMMKA JINIIA.

[ToMHUTE, YTO COTPYAHUKHN OAHKOB U MPABOOXPAHUTEIIBHBIX OPTaHOB HE
3BOHAT 4YEpEe3 MECCEHIKEPhl C HCIOJIb30BaHUEM BHUIEOCBA3U. Ilpu



COBEPIICHUM [ICHEKHOTO IepeBOoJAa MO BJHSAHMEM MOIICHHUKOB
HEO0X0IMMO He3aMeAJIMTEeIbHO 00PATUTHCH B OPraHbl BHYTPEHHUX eI
JUISl COXPAHEHUS JICHEKHBIX CPECTB.

Jlaxke KorJja HCKYCCTBEHHBIN UHTEIJIEKT UCTI0JIb3YETCsl BO OJ1aro, HY>KHO
ObITh OCTOPOXHBIM. Eciu paOOTHHMK OpraHu3anuud JyMaeT, YTO 3arpy3uT
nokyMmeHT B 4aT GPT u oH Bce OBICTPO CHENaeT, TO 3TO MPSMOH IMyTh K YTEUKe
KOH(UICHIIMATBHBIX TaHHBIX. [JOKYMEHTBI OTHPABSATCS HA CEPBEPHI B IPYTOM
rocyJlapCTBe, U 3aKOHBI HAIlIEW CTpaHbl YK€ HE MOTYT TapaHTUPOBATH UX
0€30MacHOCTb.

IIpe3ngent benapycu A.I'.JIykamenko, BeicTynas Ha |l MuHckou
MEXIYHAMPOIHON KOH(PEPEHIINH TT0 eBpa3UiiCKON 0€30MaHCOCTH, KaK OJHY U3
KJIFOYEBBIX 3a7a4 B 1€JIOM 00O03HAYUJ HEOOXOAUMOCTb NPHUHATHUS MEpP B
00JIaCTH HMCKYCCTBEHHOTO WHTeIUeKTa: «Heynpaenaemasa 2onxka 6 3moii
cghepe npespaujaem e2o u3 noye3no2o0 pecypca 6 opysicue. B nepcnexkmuege —
MaACCOB020 NOPAIHCEHU) .

Corpyanukamu MuHHCTEPCTBA BHYTPEHHUX Jed UM HanuoHambHOTrO
O0anka PecmyOnuku bemapych mpuHUMalOTCS Mepbl, HalpaBJieHHble HAa
0J1I0KkMpOBaHUE MOLIeHHNYecKkuX onepamnuii. B benapycu ¢ 1 mapta 2024 r.
nericteyer Yka3 Ilpe3sumenta Ne 269, koTopwlii mpenocTaBisieT OaHKaMm
BO3MO>XHOCTh MTPUOCTAHABJIMBATH MOI03PUTEIIHHBIE TIEPEBOIBI 1 COBMECTHO C
MPAaBOOXPAHUTEILHBIMU OpPraHaMHu paccieoBaTh WHIUJCHTHL. J|aHHBIM
MEXaHM3M TIO3BOJISIET JIOCTaTOYHO A(PEKTUBHO  B3aUMOJICHCTBOBATH
rpakJiaHaM ¢ OpraHaMy BHYTPEHHHX JI€J, @ UM, B CBOIO OUEPE/lb, «B PEIKUME
24 wa 7» mepenaBaTh yKa3zaHHYI0 WH(opManuio OaHKOBCKOMY CEKTOPY U
noysy4aTb OT Hero 3¢GdexkTuBHO W OBICTpO HH(DOpPMALUIO O JHIAX U
WHCTPYMEHTaX, KOTOPbIE 3a/ICICTBOBaHbI B MPOTHUBOIMPABHON AEATEIbHOCTH.
W camoe riaBHOE — NMpEeANPUHUMATh MEPHI, HAMPABJICHHBIE HA COXPAHEHHE
yKe MOXUIIEHHBIX JICHSKHBIX CPEJICTB Yy IpakJaH U HEJAOMYIIICHUS MepeBoaa
UX Ha 3apyOexKHbIE cUeTa.

B cBa3u ¢ HEOOXOAMMOCTHIO 3alIMThl OT MOIICHHUKOB OaHKU
YCTAaHABJIMBAIOT JIUMUTHI MO CHATHIO JICHEr B OaHKOMAarax Ha TEPPUTOPUHU
benapycwu.

bopsba ¢ »aTuMEm mpectymieHuUsMH TpeOyeT HE TOIbKO Ooiee
COBEPIIECHHBIX TEXHOJIOTUH 3alUThI, HO U (PYHAAMEHTAIBHOTO MOBBIIICHUS
M (poBON IPaMOTHOCTH HACENEHHUs, TOCKOJIbKY UMEHHO YEJIOBEK OCTAaeTCs
HanOoJiee ySI3BUMBIM 3B€HOM B JIFOOOM crucTeMe 0€30MacHOCTH.

HudpoBast rpaAMOTHOCTH HACEJICHUS
Kubep0e3onmacHOCTh — 3TO OTBETCTBEHHOCTh Kax/A0ro u3 Hac. OHa
HauYMHAETCS C TaKMX IMPOCTHIX BEIIeH, KaKk BBIOOp HAJEKHOTO MapoJist s
JIOMAIITHEW 3JIEKTPOHHOM MOUYThI. Ba’XHO IMIOMHUTH, YTO OJMH U TOT KE MAPOJIb
HeJIb3s MUCIO0JIb30BaTh OJJHOBPEMEHHO ISl paboyel MOYTHI, JJIs1 pEerucTpalun



Ha Pa3JIM4yHbIX calTax U B MecceHpkepax. K ClIoBy, JIMUHBIE JAaHHBIE Yalle
BCEr0O IOMAJal0T K 3JI0YMBIIIJIECHHUKAM W3 0a3 JaHHBIX Mara3uHoOB (Mbl
ocmaensem amunur, umMs U omuecmaeo, aopec u meie@on npu pecucmpayuu OJis
noyyeHus: ODOHYCHbIX UIU CKUOOUHBIX KApm).

HeobOxomnma »neMeHTapHas mudpoBasi THUIMeHA, TPU KOTOPOM
c00JII0JeHHe MPOCTHIX MPABWJ NMOBEACHHUS B CETH IO3BOJIACT 3alIUTUTH
NepCOHAJIbHbBIC JJaHHbIC, (UHAHCHI U YCTPOMCTBA OT KUOEPMOIIIEHHUKOB.

Oco0yr0 akTyalnbHOCTh TeMa LU(PPOBON TUTHEHBI NPUOOPETAET B
OTHOILLIEHUU TTOAPACTAIOLIETO MOKOJIEHUA. J[eTh ceroaHs He TOJIBKO aKTUBHO
0OIIIaf0TCA B MECCEH]IKEpax, HO U MOTPYKAIOTCS B MUP OHJIAWH-UTD, TAC UX
Kpyr OOIICHUS pacIMpsieTcs 3a cdeT He3HakomIeB. Cpead HUX MOTYT
CKPBIBAThCS U KHOEPIPECTYIMTHUKH, CTPEMSIINECS UCIIOb30BaTh peOCHKA IS
noydeHus KoHpuaeHIHaipbHOM wHGopManuu. Heokpemmas mcuxuka,
[IOJIBEP)KEHHOCTh BHYILICHUKD W MAaHUITYJUPOBAHUIO [EJIAIOT HX JIETKOU
«J1O0OBIYEH JJIs 3JI0YMBIIIJICHHUKOB.

be3onacHocTh IleTeﬁ B CE€TH — 3TO HE IIPOCTO 3alIPpe€Thl, a CO3JaHUE
3alIMIIEHHON cpeAbl M 00y4YeHHe NMPABWIBHOMY MNOBedeHMIO. B cembe
HEO0OXO0JIMMO BHICTPauBATh A0BEPHUTEIbHbIE OTHOIIEHUS ¢ pedeHkoM. [letu
HE JIOJDKHBI UCKATh IIOHUMAaHUS Y HE3HAKOMIICB B CE€TH, a OBITh YBEPEHBI, YTO
MOTYT paccKa3aTh POAUTENSIM O JTI000I CTPaHHOW WM HEMPUSITHOW CUTYaIlUN
B ceTH 0€3 cTpaxa ObITh HAaKa3aHHBIM.

BaKHO 10roBOPUTHCH U YCTAHOBUTH YeTKHE NMPABUJIA. KAKUE CANTHI
MOJKHO TTOCENATh, CKOJIbLKO BPEMEHU MPOBOJIUTH OHJIANH, KAKUE TTPUIIOKEHUS
MOHO UCIOJIb30BaTh.

Joist muagmux gered peKOMeHyeTCsl CO3/1aBaTh aKKaAyHThl BMECTE U
3HaTh WX Mapoyu. Mcrnonp3oBaHue cneuraJu3upoOBAaHHOIO NMPOTrPAMMHOIO
o0ecreyeHMsl POAUTEIHLCKOT0 KOHTPOJIS MO3BOJIUT OrpaHUYMBATh BpeMs 3a
AKpaHOM, (PUILTPOBATH KOHTEHT, OJIOKUPOBATH HEXKEIIATCIIHbHBIC CAaNTHI.

CylllecTBYyeT MHOXKECTBO MNPECTYNHBIX CXE€M, HCIOJIb3YEMbIX
KHOEPMOIIICHHUKaMY B OTHOIIIEHUH HECOBEPIIEHHOJIETHUX JIeTeH.
Cnpaeouno:

Cnocobvl kubepnpecmynienuii 6 OMmHOueHUU oemeti U NOOPOCMKO8:

«becnnammuvie» nOOAPKU U PO3bIZPLIMU, KO20a DPeOEHKY Old NOJY4YeHUs.
sblUSPbLIULA NPEONA2AeNCsl NEPeimU HO CCLIKE U 88eCU NIAAMENCHbLE U UHbLIE OAHHbLE
e2o pooumereti. OchogHas yeib — YKpacmv 0aHHble OAHKOBCKUX KAPM UTU YYEHHbIX
3anuceti;

«ghetixosvley 3anpocel om Opysell, K020a ¢ UCNOIL30BAHUEM B3LOMAHHO2O
akkayuma opyza pebeHKa Npocim NoMoub (nepegecmiu OeHediCHble Cpeocmea), a
DpebeHoK, Jncenas NOMoub, MONCEM He YCOMHUMBCA 8 TUYHOCIU NPOCAUe20;

«CPYMUHZY, KO0204 B3POCHAbI  3M0VMBIUUACHHUK N00 6UOOM  CEEePCIHUKA
smupaemcsi 6 0ogepue K peOeHKy 8 coycemsx Uil uepax, NOCMeneHHo 8bleedbleaem
JUYHYIO UHGDOPMAYUIO, MAHUNYIUPYEMm, 6bl3bleaem YY8Cmeo OAUB0CMU, d 3ameM

MOdHCem GbINPAUUBAMb UHMUMHbIE (DOMO/BUOEO UNU HA3HAYAMb JUYHVIO 8CHpedy,
YUMo Modicem nPUBeCmU K CO8EPUIEHUI0 8 OMHOUEHUU pebeHKa 0elCmBULl CeKCYaIbHO20
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Xapakmepa, Komopbvle pebeHOK 6 CULY B603paAcma He MOJCem OYeHU8ams, KaK
COYUANLHO-3HAUUMbIE, CUUMASL NPOUCXO00siujee USPOUL;

«CeKCmOopuien», Ko20a NpecmynHuk, Noayuu8 UHMuUMHble omo ui uoeo
(0obposonvno omnpasienHvle pebeHKoM UlU uYepe3 6310M Kamepvl), HaduHaem
WAHMadicupo8ams pedenKa, 8bIM02ds KaK Mamepuanbhsle 01a2a, mak u yciyzy, 8 mom
yucie ceKcyanbHo20 Xapakmepa,

Kubepoyanune (unu mpaens), Ko20a CO30AlOMCsi cpYynnvl U NAOIUKU  OJis
HacMeuwleK, VHUUMENbHbIX KOMMEHmapues, OMNRPAGIAIOMCs Y2po3bl 68 JIUYHbIX
Cco00WeHUAX, Umodbl NPUYUHUMb PeDeHKY NCUXON02UYeCcKYio 00Jb, 4mo HepeoKo
MOdIcem 3aKOHYUMCS Oenpeccueti Uil 0axce camoyouucmeom;

6061eueHuUe 6 ONACHble CO00WecCmed, nponazaHoupylowue 0enpeccusHvle
meuenus, Cyuyuod, aHopeKcuro, HAcUuiue Uiy IKCmpemusm, Komopuvle npenooHOCAmcs
pebeHKy Kak umo-mo «MOOHOe», «KKPYMoe» U «3anpemuoey.

BaxxHo Hayuuth Jereid UM(POBOM TPaMOTHOCTH M KPUTHUYECKOMY
MbILIeHUI0. MM Hy)XHO MNOHUMAarh, 4T0 HMHTEpHET — 3TO OTpaKeHHe
peajibHOr0 MHpPA: B HEM eCTh U XOpoluHe, U IJIOXHe JIIOAHM, U IPaBHJIa
0e30IaCHOCTH 3/1eCh TaK Ke BA’KHbI, KAK M Ha yJauue. He skoHOMbTE Ha
BpPEMEHH, yallle U OOoJIblIe pa3roBapuBaiite co CBOUMH JeThMu!

Taxoxe B 3a1IMTE OT MPECTYIMHBIX MOCATATENHCTB, B UHPOPMUPOBAHUH U
JOITOJIHUTEIIbHOM BHUMAHUU HYKIAKOTCS U JIFOJUA [OKUIIOTO BO3pacTa.

*kkk

3a mocienHee BpeMs B PECHyOMKE TMPOU3OUUIM 3HAYUTEIbHbIE
MO3UTUBHBIE CABUTU: YJAJIOCh OOIIMMHU YCHIIMSIMH TEPETOMUTH TEHACHIIUIO
pocta yucia KUOEpHpecTyIIeHUuH, 3aMETHO BBIPOC YPOBEHb LHU(PPOBOM
3alUTBHI, JEMOHCTPUPYET OIEPATUBHOCTh M aJalTUBHOCTh K TEKYyLIUM
BBI30BaM OEJIOPYCCKOE 3aKOHOAATEIBCTBO B 00JaCTH KHOEPOE30IMacCHOCTH H
ap. [IpumeyaTenbHO, UTO HALll ONBIT OOPHOBI ¢ KUOEPIIPECTYMHUKAMU aKTUBHO
IPUMEHSIOT B IPYTUX CTpaHax.

Kak ormerun Ilpe3uaent PecnyOosmku beaapycs A.I'.JIykamenko,
«abdCcoNOmHuyI0 3awumy om Kubepamax He 2apanmupyem HU O0O0HA
cucmema 3auiumsl, HO Mbl O00JIHCHb MUHUMUZUPOGAMb PUCKUY». DTOTO
BO3MOXXHO JOOUTBCS, KOrjga KaXAbld YYaCTHHUK HMHGOPMALUOHHBIX
OTHOLUEHUH, KaxKJIas oOpraHu3aunus OyAyT OTBETCTBEHHO MOIXOIWUTh K
BBIMIOJIHEHUIO TPeOOBaHUI 1O KuOepOe30MacHOCTH, a KaXKIbld YeJIOBEK
OPOSIBUT OAUTENBHOCTH W BHUMATENbHOCTH B Cllydae CHUTYyallMd C
MOIIIEHHUKAMH.



